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1 The Ungoverned Risk
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Without governance, tool-equipped
agents have unbounded access to
modify files, execute shell commands,
and exfiltrate data.
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The CC-401 Solution

Identity:
Knowing exactly
who the agent is

and its clearance.

Enforcement:

Accountability: A

Real-time _ !
mechanisms ~—— | tamper-resistant,
preventing immutable record
unauthorized of every

3 execution.
action.

Governance ensures agents do only what
they are authorized to do.



The Five Pillars of System Architecture

Every request must navigate this exact sequence. ldentity is verified, boundaries are negotiated,
actions are authorized, memory is sanitized, and everything is permanently recorded.

Agent Manifests

s

’ Tool Execution /
Memory Governor

Memory
] Governor
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Agent Identity Manifests

Every agent requires a registered YAML identity document. It serves as both
a security clearance and a job description.

- <
| i | i
Unique system
dentifier ‘agent_id: builder-01] -1 Explicit tool allowlist
= | trust_level: 3] e
Numeric capability 'data_classification_ceiling: internall Explicit too
tier (1-5) | 3 , _ blocklist
'permitted_tools: [Read, Write, Bash]]
'denied_tools: [WebFetch]!
= — [delegation: { max_breadth: 2, max_depth: = —_—
Maximum data Ly : Breadth/depth
exposure limit B | [ concurrency IimitsJ
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The Trust Level Hierarchy

Capabilities are inherited upwards. Agents operate
strictly within their numeric tier to prevent
over-privileged execution.

Level 3: Builder
Unrestricted local Bash.

A\

Level 2: Contributor
Write, Edit, limited Bash.

_

Level 1: Observer
Read, Glob, Grep. (Read-only).

=

Ll_evel 3 WebFetcij

tool blocked B

% Level 5: Orchestrator

%
J Full system, Tier classification.

Level 4: Integrator
Network access, WebFetch.

Vo
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"Tool Request’

The Policy Engine i

CheCK FIOW Gate 1 il Registry Check |:”_L p| tool blocked’
59 Does manifest exist? I
The runtime gatekeeper evaluates T
every tool request sequentially e Deny List Th -
before execution. Gate 2 | s tool explicitly denied? :[[L_
v B :
Catan il Allow List r :
Is tool explicitly permitted? 5 :
h | .. S
* EQF Datat}aselﬂ}uery = 1}‘;_133 o
I is Eievated, riskin ey
] Tier Check [:?rmiu;rigﬂ dast;l S SR
Gate 4 s tool Exempt, Standard, ':[[] e
bl or Eleiated? - N, i&fﬁ:{'
l Trust Check  ffi | :
Gate 5 Does agent meet the tool's ':H
’1J_,., minimum Trust Level? . -y
R
i Modifiers IS
Gate 6 Do Conductor tier states ]
'1J_n alter the rules? £
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Trust Broker: Boundaries of Delegation

The Trust Broker issues TTL (Time-To-Live) tokens for subagents to prevent unbounded system behavior.

Horizontal Axis (Breadth Limits) | N Vertical Axis (Depth Limits) &
Parent Agent | Parent Agent |
| | thiE
l \[ l Child Agent
‘Subagent1 | | Subagent2 | | Subagent3 L
_x_ Grandchild Agent
L | .
‘Subagent 4
(Blocked) —x—
\ 4
C t subagent : Caps delegation chai
to prevent memory/CPU Great-Grandchild | | o0t to prevent runaway,
resource exhaustion. AQE nt [BIDGkEd] _ infinite process recursion.
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Parent Ceiling Enforcement

Delegation can only narrow permissions, never widen them. A parent cannot grant authority it does not possess.

Parent Manifest
JetBrains Mono

Child Manifest Request
JetBrains Mono

Effective
Capabilities

Level 4 Level 4
Internal Ceiling Internal Ceiling
<>

The child's effective capabilities are the mathematical
intersection of the parent's and the child's manifests.
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The Data Classification Hierarchy

Data ceilings govern memory writes independently of an agent's numeric Trust Level.
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Unconditional Block
T

Confidential
Queue for human approval
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Even a Level 5 Orchestrator is
unconditionally blocked from

writing Restricted content to

memory.

The Governor denies the write and

emits a ‘'memory_blocked  event.

-_.__-h:-‘-':'::.-r:-

T 22 A -G
"\~
N _ Internal
N\ & // Store if ceiling permits
**«v:“f?‘%ﬂﬂ:m‘%’*‘m*ﬁa“ﬁsl‘*x~~“‘~:~*‘:‘~:~“5~:-a~.~-~¢::- RN
\% ublic
QN / Store freely
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The Memory Governor Sieve

Content is classified using regex patterns. The highest match always wins,

ensuring sensitive data is never downgraded by mixed context.

Restricted Regex

Confidential Regex

Internal Regex

Public Regex

“salary = 150000° A
“api_key = sk-abcl23’

l

9 api_key = sk-abcl23
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Contains the “salary’ regex,
but the data is already caught
at the higher tier.

The engine scans from the most restrictive level down to the least restrictive.




Immutable Accountability: The Audit Bus

The governance system'’s infallible memory. Events are written but never updated or deleted.

Concurrent Writes

WAL Mode Append-Only Buffer Fallback
Write-Ahead Logging enables Guarantees tamper-resistance Bounded memory queues
concurrent reads and writes for compliance and post-incident prevent system crashes if the
without blocking active agents. forensics. disk locks.
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Anatomy of an Audit Event

The exact record of what happened, who did it, and why.

E ‘
.{
"event_type": "tool_blocked",
N "reason”: "tool requires trust level 4,

agent has level 3"

Category 1 Category 2 Category 3
Lifecycle Execution Delegation
“agent_start’ "tool_use’ “delegation’

-

“agent_end’ “tool_blocked® “delegation_end’
“handoff" “error’

Category 3 Category 4 Category 5
Delegation Memory Control
“delegation’ “memory_write’ ‘gate_pass’

“delegation_end’

“memory_blocked’

"gate_fail’
“escalation’
“state_change’

4 -

& NotebookLM



System Resilience Decision Matrix

The engineering philosophy dictating when to bypass errors and when to trigger a hard stop.

///////77////////////

Fail-Open: @\ 7| Fail-Closed: | %

Graceful Degradation 1 Z Hard Stop / P
ll 7/ IS % §
Proceed to avoid é Block all tools; é
Governance plugin ) breaking existing Z Manifest = unidentified agents are Z
not installed workflows. unreadable a critical threat. g
(Non-critical value-add) é (Security-critical gate) é
7////////////////////////////////////////;
Memory S torata o Z Data Deny storage to /
deduplication — atg; tayl > % classification > prevent accidental é
unreachable ISR S Os: % error restricted leaks. /

NN

//////////////////////////////////////// A
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Synthesis: The Governed Agent Lifecycle

|dentity, Enforcement, and Accountability operating seamlessly in
a live demonstration scenario in milliseconds.

Audit Bus
Ledger

PN TTTTETFITTT

: izl | — —=—-
e Ul BOICY —*V Policy 7 A= ==
Gate —— Gate LTI
b - Blocked

(Trust Level) }

— Blocked
I(TEF:: Z ln;t;,-nter wr:EE:t Sh 2 ngfg 777
— Allowed
Elj_zcvr: 85t)rator wrggg : - E h Fggfg 7777

AR DR R |
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CC-401 Practical Assessment Checklist

The exact deliverables required to pass the 50-point Part 2 Practical.

1. Agent Manifests | 3 valid YAMLs (Trust levels 2, 3, 5) with correct bounds.

2. Tool Tiers YAML classifying 10+ tools (Exempt, Standard, Elevated).
3. Policy Engine Implement the 6-step check flow with edge case handling.
4. Audit Bus SQLite WAL mode, append-only, supporting 14 event types.

JRIKIKIS

5. Demonstration | Successfully execute the 6-scenario script and query the audit trail.
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