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Module 3.2 Overview: Al for Developers

‘i

e Focus: Using Al coding assistants
effectively and securely

o Key Objectives: Maintain security,
quality, and accountability
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% e Target Audience: Developers
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Ef; The Expanding Al Coding Landscape: il
Adoption Statistics




Popular Al Coding Tools: A Comparative Overview
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e Tools include: GitHub Copilot, Cursor, g
Amazon QQ Developer, Tabnine,
Codeium, ChatGPT, Claude

e Important Consideration: Each tool
has different security profiles

 Key Difterences: Data handling
practices and IP implications
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A BRIEF OVERVIEW

GitHub Copilot: Security Profile Highlightﬂ

Concerns regarding telemetry
data collection
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Tabnine: A Privacy-First Approach to Al Coding
to Al Coding

e Privacy-focused
architecture

e Offers on-device
options for code
generation

e Claim: Does not
retain user code

VISUALIZING DATA PRIVACY
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Amazon Q Developer: Security Integration with AWS

e Tight integration with IAM
(Identity and Access
Management)

e Deployment option
within VPC (Virtual
Private Cloud)

e Leverages AWS-native
security features

AWS-NATIVE PROTECTION



CRITERIA FOR Al CODING TOOLS
————oRfige————

e Crucial step before iggli)r?gngszg‘éa?l![

éf‘\) e Evaluate data

handling practices.

5 ® Assess potential
vulnerabilities.




. Step 1 & 2: Secure Al-Assisted Workflow - _
Requirements and Configuration

o Step 1: Define requirements and
security constraints FIRST

e Step 2: Configure Al tool with
project-specific security rules

 Example Configuration Files:
AGENTS.md, .cursorrules




STEP 3 & 4: SECURE AI-FASSISTED WORRFLOW -
CODE GENERATION AND REVIEW
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1. Step 3: Generate code with
security-focused prompts

2. Step 4: Review EVERY Al
suggestion (treat as
untrusted contributor)

3. Emphasize manual
Inspection




Step 5 & 6: Secure Al-Assisted
Workflow - SAST/SCA and Provenance

* Step 5: Run SAST/SCA
(Static/Software Composition
Analysis) on Al output
BEFORE committing

¢ Step 6: Track Al-generated
code provenance

» Important for accountability
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Step 7: Secure AI-Assisted Workflow - ﬂ

Vulnerability Monitoring

» Monitor for Al-specific vulnerability ¢

patterns in generated code

» Stay updated on
emerging threats

» Implement automated
vulnerability scanning

VULNERABILITY
SCAN COMPLETE




EFFECTIVE PROMPT ENGINEERING:
STRATEGIES FOR SECURE CODE

33333

o Specify security requirements
within prompts

e Request error handling
mechanisms

* Incorporate input
validation requirements

e | |
INPUT APPROVED
VALIDATION LIBRARIES

 Specify approved
libraries to use




Prompt Engineering Anti-Patterns:
Avoiding Insec Generation

@@ I? SN T’{‘ AN II

@  Avoid using vague or
A ambiguous prompts

@ « Never accept Al suggestions
4y without thorough review

~ « Caution: Avoid Al for security-critical
crypto or auth without expert review
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- Is output encoding

» Is error handling

[s input validation
present and adequate?

f-n_'eit_...h/?

RAW
QUTPUT

handled correctly?

comprehensive?

Are there any hardcoded
secrets in the code?

¥ )
NS, o ! ‘il.
\ L, '
= =" - #
= [ =X et | AL " o,
& 3 | X | V= <
o e P . s A,
e 3 _ — S _I' %) e
Qb = | o Tl
g 3 F I F
ﬁ‘.’ﬂ, 7. FII
| =
; iy o
i i \

I it A
__ -~ - i,
b L/ L N, b N
A . o ' 2
4 AV a0 s
N y G = | e
1 5 Fll o) v g f I'__'j
b : =
5 L B 1 |E=]
! ™ i T -':.. N, i Lu__l |
: Tlal e ) = :
I o < TE b o "] X
I:I' i g l R
i ED0 L o
al1oomcl 15 EESHRE AT e
Bl ..
[E T fou AT, A X
" . TR NI || SEcreTs o
: MaNacer Ul
e



Provenance Tracking: Ensuring
Accountability and Auditability

#» Tag Al-generated code with =
identifying markers =

DIGITAL FINGERPRINT

» Methods: Inline comments, o - _ ____[ccmm ] Lo —
: : = newaoonera | e P | el
Glt Commlt mEtadata, COdE // Al-GENERATED: MODEL X | i =S Jomance
annotation tools == . 'ons Amomﬂou TOOLS
: AITOOL GPT-4
2 Track: Al tool, model version, S __ " .
. MODEL VERSION @ V202410 . — _,:>®
and specific prompt used B
SPECIFIC PROMPT @ PROMPT: GENERATE_FUNCTION.. ; ORIGIN PATHWAY
- - . [eco )
2 Benefits: Audit compliance, =
vulnerability root cause analysis, /lx/\/r‘/d - @
quality metrics =2 AT
AUDIT COMPLIANCE VULNERABILITY QUALITT METRICS

ROOT CAUSE ANALYSIS g INSIGHT & IMPROVEMENT



Thank You

* Questions?




