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Security Logging & Monitoring: Essential Visibility for AI-Augmented DevOps
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Security logging and monitoring are foundational for breach
detection, incident investigation, and proving compliance.

Without comprehensive visibility, security teams are blind to
potential threats and unable to respond effectively.

Al-augmented development introduces new attack vectors
that require specialized monitoring techniques.

Monitoring must extend to Al tool usage, AI-generated
code behavior, and interactions within Al systems.
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Lack of adequate security logging and monitoring can lead to
significant financial and reputational damage following a breach.
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Security Event Taxonomy: What to Log in
Al-Augmented Environments

* Authentication Events: Track login success/failure,
MFA challenges, session creation/destruction, and
token generation.

g

e Authorization Events: Monitor access granted/denied,
privilege changes, and role assignments to ensure proper
access control.

e Data Events: Log data access, modification,
deletion, and export, particularly for sensitive data { |5
like customer information. r

e System Events: Capture configuration
changes, service start/stop events, error conditions,
and resource exhaustion to identify anomalies.

e Al Events: Specifically log Al tool invocations, prompts sent
to Al services, Al-generated code commits, and Al tool
configuration changes.




>

Critical Exclusions: What Should NEVER Be Logged

b

2 -f'  Never log passwords and credentials, even

U ‘~~f@ in hashed form, as this can still be T
o N CﬂmprﬂmlSEd. 7 gTEKEEPEB
 Avoid logging full credit card numbers or

Social Security Numbers (SSNs) due to
strict compliance regulations.

* Do not log session tokens or API keys, as
these can be used to impersonate users
or gain unauthorized access.

e Personal Health Information (PHI) should
never be logged due to HIPAA and other
privacy regulations.

* Avoid logging raw request bodies containing
Personally Identifiable Information (PII);
log metadata about the event instead.
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Standardizing Log Format and Structure with JSON ‘

Structured Data for Consistent Analysis

e Utilize structured logging in JSON format to
¥ ensure consistent field names across all services
and applications.

) * Required Fields: Include timestamp (UTC

" 1SO-8601 format), service name, event type,
severity, user/session identifier, source IP,
action, outcome, and correlation ID.

e Timestamp in UTC ISO-8601 format (e.g.,
2024-01-26T10:00:007) ensures consistent
time zone handling.

y  The ‘Correlation ID’ field is crucial for tracing
events across different systems and services,
aiding in incident investigation.
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» Consistent log structure simplifies parsing,
querying, and analysis within SIEM platforms.
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DEFINING LOG LEVELS: BALANCING
GRANULARITY AND PERFORMANCE
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e DEBUG: Use for detailed information

during development; not suitable for f’ .
production due to high volume. — =1 =" =m e
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e INFO: Log normal operational events; Ny i &
provides context without excessive detail. _

* WARN: Indicate potential issues that may
require investigation; does not necessarily
indicate a failure.

 ERROR: Represents failures that require
attention; indicates something
went wrong but the application
may still be functioning.

e CRITICAL: Indicates a severe
failure requiring immediate action;
typically signals a system outage or
data loss.




Centralized Log Management: Building a Robust Security
Information and Event Management (SIEM) Pipeline

* Centralized log management consolidates logs
from diverse sources into a single platform for
analysis and correlation.

« Common SIEM Platforms: Splunk, Elastic
SIEM, Microsoft Sentinel, Wazuh (open Bt
source). Sources

* Log Pipeline: application — log shipper
(Fluentd/Filebeat) — message queue
(Kafka) - SIEM - alerting.

+ Log shippers like Fluentd or Filebeat £ s
efficiently collect and forward logs from

applications to the message queue.

Splunk

Microsoft Wazuh
- Sentinel

A message queue like Kafka provides it - "
buffering and scalability to handle high | &=

I'Dg volumes. Log Shipper —> Message Queue ———> SIEM Platform —— > Alerting
(Fluentd/Filebeat) (Kafka)




Log Retention and Immutability:

e COMPLIANCE REQUIREMENTS: Maintain a minimum of 1 year of
log data for compliance with standards like PCI-DSS and SOC 2.

* LONGER RETENTION: Security events should be retained for
longer than the minimum compliance period to facilitate long-
term trend analysis and incident investigation.

e IMMUTABILITY: Implement write-once storage for logs to
prevent tampering by attackers who gain system access.

e Write-once storage ensures that logs cannot be modified or deleted
after they are written, preserving the integrity of the data.

* Consider using cloud-based storage solutions with built-in (\b e
immutability features (e.g., AWS S3 Object Lock).




Al Audit Logging: Tracking Interactions
and Changes within Al Tools

« Log every Al tool interaction: which tool, which user,
what action, and what data was accessed.

Al code generation events: Track when Al generates

code, what files were in context, and what code was
generated (consider redacting sensitive portions).

Al tool configuration changes: Monitor who modified
Al tool settings and what specific changes were made to
prevent unauthorized configuration changes.

Al access patterns: Detect unusual Al tool usage, such
as bulk code access, access to sensitive repositories, or
after-hours usage.

» Integration with SIEM: Al audit logs should flow into
the same SIEM as other security events for effective
correlation and analysis.

(SECURITY INFORMATION
AND EVENT MANAGEMENT)
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« Real-time alerting: Set up alerts for suspicious authentication patterns,
privilege escalation, data exfiltration indicators, and Al tool anomalies.

« Threshold-based alerts: Trigger alerts when error rates spike, latency
increases, or resource exhaustion occurs.

« Behavioral analytics: Baseline normal patterns and alert on deviations
from the established baseline to identify potentially malicious behavior.

 Al-specific monitoring: Monitor Al-generated code endpoints for
higher error rates than human-written code.

« Watch for prompt injection patterns in application logs, indicating
potential vulnerabilities in AI-powered applications.

Al CODE
ERROR SPIKE




Behavioral Analytics for Al: Detectlng
Deviations from Normal Usage

 BASELINES

Establish baselines for normal Al tool usage
patterns, including user activity, data access,
and resource consumption,

DEVIATIONS
Monitor Al tool access patterns: Look for
deviations like bulk code access, access to

sensitive repositories, or after-hours usage. NL?SEA%%LH

PROMPT ANALYSIS
Analyze prompt content (after redaction): Identify potentially
malicious prompts or prompt injection attempts.

CODE PERFORMANCE
Track Al-generated code performance: Monitor for unexpected errors,
performance degradation, or security vulnerabilities.

CORRELATION
Correlate Al tool usage with other security events to identify suspicious
activity across different systems. ///?i
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* Prompt injection attacks occur when
malicious actors manipulate Al systems by
crafting deceptive prompts.

MONITORING:
PROTECTING AGAINST
Al MANIPULATION

ignere previous
ingfrucfione”, sudo,
sudo ‘laes...

* Monitor application logs for patterns
indicative of prompt injection attempts, such as
unusual keyword combinations or commands.

INPUT VALIDATION
& SANITIZATION Al

PROCESSING  » [mplement input validation and sanitization
to prevent malicious prompts from being
processed by the Al system.

e Use Al-powered security tools to automatically
detect and block prompt injection attacks.

VULMERABILITY

e Regularly audit Al systems for vulnerabilities
that could be exploited by prompt injection
attacks.

[ 3 P
. = tht 0
q = e - [,
o s IR
) b T
o : BT |
| ot I LA H

'\.""
e
=

© 2024 - New Yorker Style Presentation 7

—f\\\




Compliance Monitoring: Automating
Checks and Evidence Collection

 CONTINUOUS COMPLIANCE: Implement automated
checks against CIS benchmarks, PCI-DSS
requirements, and SOC 2 criteria.

SECURITY PDSTURE EHHPLMHEE T
l:uHTmJLS STATLIS

« DASHBOARD: Create a real-time compliance
posture dashboard across all relevant security
controls.

* EVIDENCE COLLECTION: Automate the process of
gathering evidence for audit preparation to
reduce manual effort.

* GAP ALERTING: Implement immediate
notifications when the compliance posture
degrades, enabling swift corrective action.

« Use compliance automation tools to streamline
the monitoring and reporting process.

L o ";-._‘.:._._r ’ ' ;!_,-' . |
POSTURE CORRECTIVE »
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PROCESS




Integrating Al Security into the CI/CD Pipeline
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@ Automate security scanning of Al-generated code
' as part of the CI/CD process.

—] Integrate Al audit logging into the CI/CD pipeline
to track changes to Al tool configurations and usage.

Use static analysis tools to identify potential
vulnerabilities in Al-generated code before if is
deployed.

Implement automated testing of Al-powered
applications to ensure they are resistant to
prompt injection and other attacks.

= Require security sign-off before deploying Al- el
~& related changes to production. — Y
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Key Takeaways: Securing AI-Augmented
Development Operations

e Implement comprehensive security
logging and monitoring that includes
Al-specific events.

e Standardize log formats using JSON
and include all required fields for
effective analysis.

ANOMALY
DETECTED

e Utilize centralized log management
with a SIEM to correlate events and
detect anomalies.

 Establish clear log retention policies
and ensure log immutability to prevent
tampering.

* Monitor Al tool usage and implement
real-time alerting for suspicious activity.




Q&A: Ensuring Secure
AI-Augmented Development

* Open the floor for questions regarding
security logging and monitoring for
Al-augmented development.

* Address any specific concerns or
challenges raised by the audience.

e Provide additional resources and
information as needed.

* Encourage continued discussion and  |sff||
collaboration on security best practices. |S{{Ell

* Reiterate the importance of T ([
proactively addressing security risks in Sy =
Al-augmented environments.




Thank You

» Questions?




